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Policy

Information comes in a number of forms and is Reward Gateway’s most important
asset. It includes electronic, written, and spoken information. Information Security is
the protection of this information from loss or misuse. The Leadership Team is
committed to the proper protection of information and the Information Security
Management System (ISMS) sets out how this is achieved. The Leadership Team
takes responsibility for the continual improvement of our ISMS.

The company’s business depends on its ability to protect its information. Without
proper safeguards for information then our ability to appropriately share and use
information is compromised and therefore, so is our ability to deliver service to clients.
Loss or misuse of Personal Data entrusted to us would severely compromise our
reputation and would have the potential to lead to irrecoverable damage to our
trading position. The goal of the ISMS is to prevent such loss or misuse.

The Chief Technical Architect and the Head of Information Security in Infrastructure
lead on Information Security, supported by the rest of the Senior Management Team
and all employees. Information Security is Reward Gateway’s single highest business
priority. The proper protection of information is central to Reward Gateway’s strategy
and essential to achieving business objectives.

This ISMS formalises the framework for setting objectives and controls, including the
structure of risk assessment and risk management. All employees are expected to
adhere to it. The ISMS addresses the principles, standards, and compliance
requirements which Reward Gateway uses to ensure the security of information. This
includes:

1. Compliance with legislative, regulatory, and contractual requirements.
2. Security education, training, and awareness requirements.

3. Business continuity management.

4. Consequences of Information Security policy violations.
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Definition of responsibilities for Information Security Management, including
reporting breaches of this policy or loss or misuse of data.

This ISMS policy is communicated to all employees and it is mandatory that all comply
with it.
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